Connecting to SIPNET Wi-Fi Network (windows 7) for Students and Staff of Faculty of Applied Sciences

1. Obtain a username and password from Department of Statistics and Computer Science

2. Open “Network and Sharing Centre” C I3 = ancommiramenen

3. Click “Manage Wireless Networks” :

4. Click “Add”
@ Adapter properties  Profile types  Network and Sharir

5. Click “Manually create a Network Profile”

6. Enter the details as follows: SIPNET should be in capital letters) , Security Type: WPA-Enterprise,
Encryption: AES

- |
g 1t Manually capngct to 8 wingless netwotk
Enter intormation for the wiretess network you want to add
Hetwori name SEHET
ity bype | WPA-Enterprise -|
Encryption type AES -
Sacurty Ky
| Ftard thes cormecton sutomstically
Connect even if the network i not broadcasting
Wammg: W yni sslect B eplion, your compubers privecy mighl be o nik,
Nei | [ Cancel |

7. Click “Next”
8. Click “Change connection settings”
9. Check “Connect automatically when this network is in range” and click “OK”

SIPNET Wireless Network Properties S

Connection E_Security [

Mame: SIPMET
5510 SIPMET
Metwork type: Access point

Metwork availability:  All users

V¥ [¥] Chrinect automatically when this network is in range
| Connect to 8 more preferred network if available

[ Connect even if the network is not broadcasting its name (S5I0)




”

10. Uncheck “Remember my credentials...... in the “Security” Tab as follows:
|

SIPMET Wireless Netyvork Properties ﬁ
E@?ecﬁon | Security_|
Security type: [weaEnterprise -
Encryption type: IAES = ]

Choose a network authentication method:
| Microsoft: Pratected E4P (PEAP) ~|[ settings

o [|Remember my credentials for this connection each
=" time I'm logged on

11. Now click “Settings”

Uncheck “Validate server certificate” and click “Configure” ———

Protected EAP Properties lﬂ

bag connecting:

gjdate server certificate

Connect to these servers:

W] AddTrust External CA Root

[ class 3 Public Primary Certification Autharity
|:| DigiCert High Assurance EV Root CA ‘
[ Entrust.net Secure Server Certification Authority

[ Equifax Secure Certificate Authority

[ GlobalSign Root CA

[ Go Daddy Class 2 Certification Authority -
4 n |

| »

l..m

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) '] [ Configure... ]‘_

Enable Fast Reconnect

[T|Enforce Network Access Protection

[ Disconnect if server does not present cryptobinding TLY
[~ Enable Identity Privacy

[ OK ][ Cancel ]

12. Uncheck “Automatically use my Windows ................” s T s (S

When connecting:

F omatically use my Windows logon name and
> pagsword (and domain if amy).

| ok || Caneal |

——————

13. Click “OK” to all Tabs and Windows.

14. You are now ready to connect to SIPNET and it should appear in your system tray when the network is
in range

15. If connecting from Smart phones/Android devices: EAP Method: PEAP  Authentication: MSCHAPv2
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